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C O U R S E  D A T A S H E E T  

VMware NSX-T Data Center: 
Troubleshooting and Operations 

Course Overview 

This five-day, hands-on training course provides the advanced knowledge, skills, and tools to achieve competency in 

operating and troubleshooting the VMware NSX-T™ Data Center environment. In this course, you are introduced to 

workflows of various networking and security constructs along with several operational and troubleshooting tools that help 

you manage and troubleshoot your NSX-T Data Center environment. 

In addition, you are presented with various types of technical problems, which you will identify, analyze, and solve through 

a systematic process. 

Course Objectives 

By the end of the course, you should be able to meet the following objectives: 

• Use the native tools available in NSX-T Data Center to identify and troubleshoot the problems related to the NSX-T 

Data Center environment 

• Use VMware vRealize® Log Insight™ and VMware vRealize® Network Insight™ to identify and troubleshoot the problems 

related to the NSX-T Data Center environment 

• Explain the NSX-T Data Center infrastructure components and the communications between them 

• Identify, analyze, and troubleshoot problems related to the management, control, and data planes in NSX-T Data 

Center 

• Identify, analyze, and troubleshoot problems related to infrastructure preparation in NSX-T Data Center 

• Identify, analyze, and troubleshoot problems related to logical switching and logical routing in NSX-T Data Center 

• Identify, analyze, and troubleshoot network security problems related to the NSX-T Data Center Distributed and 

Gateway firewalls 

• Identify, analyze, and troubleshoot problems related to VPN and the VMware NSX® Advanced Load Balancer™  

• Identify the components and packet flows involved in the NSX-T Data Center datapath and troubleshoot related 

problems 

Target Audience 

• Experienced system administrators and network administrators 

• Network and security professionals who work with enterprise and data center networks 

Prerequisites 

Before taking this course, you must complete the following course: 

• VMware NSX-T Data Center: Install, Configure, Manage [V3.2] 

 

You should also have understanding or knowledge of these technologies: 

• Good understanding of TCP/IP services and protocols 

https://mylearn.vmware.com/mgrReg/courses.cfm?ui=www_edu&a=one&id_subject=97477
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• Knowledge and working experience of computer networking and security, including: 

o Switching and routing technologies (L2-L3) 

o Network and application delivery services (L4-L7) 

o Firewalling (L4-L7) 

o VMware vSphere® environments 

The VMware Certified Professional – Network Virtualization certification is recommended. 

Course Delivery Options 

• Classroom 

• Live Online 

• Private Training 

• On Demand 

 

Product Alignment 

• VMware NSX-T Data Center 3.2 

 

https://mylearn.vmware.com/mgrReg/plan.cfm?plan=38045&ui=www_edu
https://mylearn.vmware.com/mgrReg/plan.cfm?plan=39210&ui=www_edu


 

 
 

 
 

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com 
© 2022 VMware, Inc. All rights reserved. The product or workshop materials is protected by U.S. and international copyright and intellectual property laws. VMware products are covered by one or more patents listed 

at http://www.vmware.com/download/patents.html. VMware is a registered trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions. All other marks and names mentioned herein may be 

trademarks of their respective companies. 
 
VMware warrants that it will perform these workshop services in a reasonable manner using generally accepted industry standards and practices. THE EXPRESS WARRANTY SET FORTH IS IN LIEU OF ALL OTHER WARRANTIES, 
EXPRESS, IMPLIED, STATUTORY OR OTHERWISE INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE WITH RESPECT TO THE SERVICES AND DELIVERABLES 
PROVIDED BY VMWARE, OR AS TO THE RESULTS WHICH MAY BE OBTAINED THEREFROM. VMWARE WILL NOT BE LIABLE FOR ANY THIRD-PARTY SERVICES OR PRODUCTS IDENTIFIED OR REFERRED TO 
CUSTOMER. All materials provided in this workshop are copyrighted by VMware ("Workshop Materials"). VMware grants the customer of this workshop a license to use and make reasonable copies of any Workshop Materials strictly for 
the purpose of facilitating such company's internal understanding, utilization, and operation of its licensed VMware product(s). Except as set forth expressly in the sentence above, there is no transfer of any intellectual property rights or 
any other license granted under the terms of this workshop. If you are located in the United States, the VMware contracting entity for the service will be VMware, Inc., and if outside of the United States, the VMware contracting entity will 
be VMware International Limited. 

VMWARE SKU: EDU-NSXTTO32-OE        REV. 5/2022 

VMware NSX-T Data Center: Troubleshooting and Operations 

 

Course Modules 

1 Course Introduction 

• Introduction and course logistics 

• Course objectives 

2 NSX-T Data Center Operations and Tools 

• Explain and validate the native troubleshooting 

tools (dashboards, Traceflow, live traffic analysis, 

port mirroring) for the NSX-T Data Center 

environment 

• Configure syslog, IPFIX, and log collections for the 

NSX-T Data Center environment 

• Integrate NSX-T Data Center with vRealize Log 

Insight and vRealize Network Insight 

• Validate and review the API methods available to 

configure the NSX-T Data Center environment 

3 Troubleshooting the NSX Management Cluster 

• Describe the NSX Management cluster architecture, 

components, and communication channels 

• Identify the workflows involved in configuring the 

NSX Management cluster 

• Validate and troubleshoot the NSX Management 

cluster formation 

4 Troubleshooting Infrastructure Preparation 

• Describe the data plane architecture, components, 

and communication channels 

• Explain and troubleshoot VMware ESXi™ transport 

node preparation issues 

• Explain and troubleshoot KVM transport node 

preparation issues 

• Explain and troubleshoot VMware NSX® Edge™ 

transport node preparation issue 

5 Troubleshooting Logical Switching  

• Describe the architecture of logical switching 

• List the modules and processes involved in 

configuring logical switching 

• Explain the importance of N-VDS and VDS in 

transport nodes 

• Describe the procedure to migrate from N-VDS to 

VDS 

• Review the architecture and workflows involved in 

attaching workloads to segments 

• Identify and troubleshoot common logical switching 

issues 

6 Troubleshooting Logical Routing 

• Review the architecture of logical routing and NSX 

Edge nodes 

• Explain the workflows involved in the configuration 

of Tier-0 and Tier-1 gateways 

• Explain the high availability modes and validate 

logical router placements 

• Identify and troubleshoot common logical routing 

issues using both BGP and OSPF 

7 Troubleshooting Security 

• Review the architecture of the Distributed Firewall 

• Explain the workflows involved in configuring the 

Distributed Firewall 

• Review the architecture of the Gateway Firewall 

• Explain the workflows involved in configuring the 

Gateway Firewall 

• Identify and troubleshoot common distributed 

firewall and Gateway Firewall issues 

8 Troubleshooting Services 

• Review the NSX Advanced Load Balancer 

architecture and components 

• Identify and troubleshoot common NSX Advanced 

Load Balancer issues 

• Review of IPsec and L2 VPN architecture and 

components 

• Identify and troubleshoot common IPsec and L2 

VPN issues 

9 Datapath Walkthrough 

• Verify and validate the path of the packet on the 

NSX datapath (East-West and South-North) 

• Identify and perform packet captures at various 

points in the datapath 

• Use NSX CLI and native hypervisor commands to 

retrieve configurations involved in the NSX datapath 

Contact 

If you have questions or need help registering for this 

course, click here. 

http://www.vmware.com/
http://www.vmware.com/download/patents.html
https://www.vmware.com/education-services/training/contact-us.html

